Qwest Control User Guide May 2009

Chapter 1:
Getting Started
Overview
Introduction This chapter explains how to configure your browser for the Qwest Control®

system, as well as logging into and navigating in Qwest Control.

In this Chapter  This chapter contains the following topics.

Topic See Page
Overview 1
Configuring Your Browser 2
Adding Trusted Sites 4
Enabling Automatic File Downloads 6
Pop-Up Blocker 8
Pop-Up Blocker Settings (Without) 8
Pop-Up Blocker Settings (With) 12
Qwest Control Login Page 16
Wholesale Customer Service 17
Self Registration 19
Requesting a New Password 25
Accessing Qwest Control 29
Permissions 31
Navigating Qwest Control 35
Qwest Control Landing Page 36
Accessing Online Help 38
Accessing Live Help 39
Logging Out 42
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Configuring Your Browser

Introduction If you use Microsoft Internet Explorer (IE), you must configure your browser in
order to use Qwest Control. You must configure the Temporary Internet Files
setting to avoid problems with the system.

Note: If your browser is Netscape or Firefox, you do not need to configure any
settings.

Procedure Follow the steps in the procedure below to configure the Temporary Internet Files
setting for internet explorer.

Step Action
1 From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

General | Secuity | Privacy | Content | Connections | Programs | Advanced
Heme page
% ‘You can change which page to uge for your home page.
Address ittt E

[_use Cunent | [ Use Defaut | [ Use Blank

Temporary Intemet files
vy Pages you view on the Intemet are stored in a special folder
% for quick viewing later

[Delete Cookies...| [ Delete Files... | [_Settings

History

The Histary folder contains links ta pages pou've visited, for
quick access to recently viewed pages.

Daps to keep pages in history: 0 2 || ClearHistary

[ coos.. ][ Foems. | [ Languages.. | [Accgssibiiy.. |
2 From the Temporary Internet Files section of the General tab,

click Settings... .

Result: The Settings window appears.

‘ Check For newer versions of stored pages:
&Y Ofveryvit inihe pagd
O Every time you start Internet Explorer
) Automatically

O Mever

Temporary Internet files Falder

Current location:  C:\Documents and Settingstlutepilocal
SettingsiTemporary Inkernet Files)

Amount of disk space ko use:

J 2 me

[ Mowe Folder. .. H Wiew Files. .. ]I Wiew Objects. .. ]

Continued on next page
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Configuring Your Browser, Continued

Procedure (continued)

Step

Action

3

Select the Every visit to the page radio button.

4

cio K]

Result: Internet Explorer records your selection and closes the
Settings window, returning you to the Internet Options window.

cio K]

Result: Internet Explorer commits all the selections you made and
closes the Internet Options window.
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Adding Trusted Sites

Introduction

Procedure

In order for the Qwest Control and Remote Control applications to work effectively
under a high security setting, we recommend you add the following application URLs
to your designated trusted sites:

https://control.gwest.com

https://rmc.gwest.com

Follow the steps in the procedure below to designate your Trusted Web Sites.

Step

Action

1

From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

General | Security | Privacy | Content| Connections | Programs | Advanced
Home page
% You can change which page to use for your home page.

Address: 1ttp:/itheq. guwest. net|

[ Use Lument ] [ Use Defaut | [ UseBlank

Temporary Intemet filss

+y Pages you wiew on the Intemet are stored in a special folder
¥ for quick viewing later.

[Delete Cookjes...| [ Delete Fies... | [ Settings...

Histary

The History folder containg links to pages pou've visited, for
quick access to recently viewed pages.

Daystokesppagesinhistory: |0 % | [ Clear Histor

[ coors.. ][ Fems. | [ Languages. | [Accessbiy. |

From the Internet Options window, click on the Security tab.

Result: The Security screen appears.

Internet Options @

General | Secuity | Privacy | Content| Connections | Programs | Advanced

Select aweb content zone to specify its security setings.

® Q@ 0 @

Inigiiel  Localintianet  Trusted skes  Festicted
sites

Internet

This zone containg all Web sites you

haven't placed in ather zones
Security level for this zone

Custom
Custom settings
-To change the seltings, click Custom Level
-To use the recommended settings, click Default Level

[ CustomLevel. | [ Defautlevel |

Continued on next page
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Adding Trusted Sites, continued

Procedure (continued)

Step Action

3 From the Security screen, click on the Trusted Sites (o) icon.

4 Click Sitesz... .

Result: The Trusted Sites window appears.
Trusted sites

You can add and remove Web sites from this zone. All web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
https: frme., quest com|

web sites;

http:/{deskopweb. quest. net ~|
http:fidoweb, quest, net B
http:/ftheq. quest.net
http:fisdg

https:ffcontral. quest, cam -

[CIRequire server verification thttps:) for all sikes in this 2one

5 In the Add this Web site to the zone field, enter
https://control.qwest.com.

Cligk L_39__J

In the Add this Web site to the zone field, enter https://rmc.qwest.com.

Cliok l_89d__|

O| 03| &

Click [L].

10 Click [L]_

Result: The Qwest Control and Remote Control applications are added
to your trusted web sites.
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Enabling Automatic File Downloads

Introduction To automatically proceed with file downloads from the Qwest Control or Remote
Control applications, this section provides you instructions on how to proceed with
this setting.

Procedure Follow the steps in the procedure below to define your Download settings.

Step Action
1 From the Tools menu, select Internet Options.

Result: The Internet Options window appears.

General | Security | Privacy | Content | Conmections | Programs | Advanced

Home page

[_use Cunent | [ Use Defaut | [ Use Blank

Temporary Intemet files
vy Pages you view on the Intemet are stored in a special folder
% for quick viewing later

[Delete Cookies...| [ Delete Files... | [_Settings

History

The Histary folder contains links ta pages pou've visited, for
quick access to recently viewed pages.

Daps to keep pages in history: 0 2 || ClearHistary

[ coos.. ][ Foems. | [ Languages.. | [Accgssibiiy.. |

2 From the Internet Options window, click on the Security tab.

Result: The Security screen appears.
Internet Options @

General | Secutity | Privacy | Content | Conmections | Programs | Advanced

Select a'weh content zons to specify its security settings.

® © 0 @

Inteimel  Localintianet Trusted stes  Restricted
sites

Internet

This zone containg all'Web sites you

haven't placed in other zones
Security level for this zone

Custom
Custom settings,
- To change the settings. click Custom Level.
- To use the recommended settings, click Default Level.

[ Customlevel.. | [ Defalevdl |

Continued on next page
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Enabling Automatic File Downloads, continued

Procedure (continued)

Step

Action

3

From the Security screen, click Lustam Level... ]

Result: The Security Settings window appears.

Security Settings

Settings:

4 LNET Frameworkcrefiant companerts § s
% Run components not signed with Authenticode
Disable
(@) Enable
' : ) Prompk
% Run components signed with Authenticode
'_:_3 Disable
(8) Enable
() Prompt
@ Activel controls and plug-ins
@ Autarnatic prompting for ActiveX controls
(@) Disable
lj\ Enable
emd

-

<] ?]

Reset cuskonn settings

o] G

Reset ko: | Mediumn

From the Security Settings window, locate the Download (/& Dovrloads)
options.

From the Automatic prompting for file downloads option, click on the
Enable radio button.

Click w.

Result: You will be prompted with the following warning.

Warning!

(] Are you sure you want to change the security settings For this zane?
el

Click [L].

Click w.

Result: You now have the ability to automatically open files, forms, etc.
found in the Qwest Control or Remote Control applications.
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Pop-Up Blocker
Introduction If you use Windows 2000 and XP/IE (5.5 or 6.0), you must configure your browser

settings to allow the ability to open or save forms/documents after selecting any
Qwest Control web links.

Pop-Up Blocker Settings (Without)

Procedure For users without a Pop-Up Blocker, please follow the steps in the procedure
below to configure your settings.

Step

Action

1

Open Windows Explorer.

Continued on next page
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Pop-Up Blocker Settings (Without), continued

Procedure (continued)
Step Action
2 From the Tools menu, select Folder Options.

Result: The Folder Options window appears.
| Folder, Options E|Er

General | View || File Tupes | Dffline Files

Tasks
©h i3
) Use ‘wWindows classic folders

Eirowse folders

E (%) Open each folder in the same window

() Open each tolder in its own window

Click itemz a3 follows
() Single-click to open an item [point to select]

(%) Double-click to open an item [single-click to select]

Restore Defaults

From the Folder Options tabs select File Types.

Result: The File Types window appears.
Folder Options E|E|

| General | Yiew File Types | Offline Files

Riegistered file types:

Extensions | File Types A~
[ NONE)  AudiacD
“e# [NONE) Drive
| (P mONE) DVD
[)INONE]  File Folder
| EDINDNE)  Folder
@ [NONME] Help and Suppoit Center protocol

AEVMARICY  lebmnnnt E iyt

)
)
)
)

Hew

Dretails for AudiaCD' file type

Opens with:

To change settings that affect all ‘AudioCD files, click Advanced

Continued on next page
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Pop-Up Blocker Settings (Without), continued
Procedure (continued)
Step Action
4 From the Registered file types section of the File Types tab, search for
the DOC extension
Result: The Folder Options window appears.
| General | View File Types | Offfine Files
Reqistered file lwpes:
Extensions | File Types ’*:
@ oIF oY
I@ DISCO  Wweb Service Discovery File
iy Mic o ocument
BHIDOCH. . Mier ord HTML Dacument
IEJ_:;DDCM .. DOCMHTML File
L'inDDEX.. Microsoft \Wword XML Document
BEIRAT  dimcenctt 1 o Tocedoie 5|
B
Details for DOC' extension
Opens with @ Microsoft Office Word
Files with extension 'DOC" are of type Microzsoft Word Document’
To change settings that affect all ‘Miciosoft Ward Document’ files,
click Advanced.
5 From the File Type tab, select Advanced.
Result: The Edit File Type window appears.
Edit File Type PIx
@ Microsoft Word Document
Actions:
Mew
Gpen
Prink
Open as Read-Only
Printto
[ confirm open after download
[ always show extension
"
I OK ] [ Cancel ]
6 From the Edit File Type window, uncheck the Browse in same window
option.
Continued on next page
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Pop-Up Blocker Settings (Without), continued

Procedure (continued)

Step

Action

7

Cliokl__0%__|

Result: Windows Explorer records your selection and closes the Edit
File Type window, returning you to the Folder Options window.

click Doz ]

Result: Windows Explorer commits all the selections you made and
closes the Folder Options window.

Note: This will enable forms/documents to be opened in MS Word
rather than opening them in an IE browser. You will be able to resize and
save the document. If other document extensions are needed, please
follow steps 1-8 in this section for each file type.
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Pop-Up Blocker Settings (With)

Procedure For users with a Pop-Up Blocker, please follow the steps in the procedure below to
configure your settings.

Step Action
1 Open Windows Explorer.
Result: The Windows Explorer appears.
;;;;;; -
v Be
Continued on next page
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Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
2 From the Tools menu, select Folder Options.

Result: The Foldr Options window appears.

Folder Options

General | View | File Types | Offling Files

Tasks

—

Erowse folders

Click iterns as follows

ﬁ (%) Open each folder in the same window

() Open each falder in its own window

() Single-click to open an item [point to select]

() Double-click to open an item (single-click to select)

Hestare Defaults

3 From the Folder Options tabs select File Types.

Result: The File Types window appears.

Folder, Options

General | View | File Types | Offine Files

Registered file types:

Extensions  File Types
LV NONE]  AwdioCD
% [NOME]  Drive
) INONE]  DVD
| [C3INONE)  File Folder
[CDINONE)  Felder

AL MAMEY  lobrinot Clonebon b

Dietails far *AudioCD' file type

Opens with:

| Iﬂ [NOME]  Help and Support Center protacal

Hew

To change zettings that affect all ‘AudiaCD’ files, click Advanced.

2IX]

Continued on next page
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Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
4 From the Registered file types section of the File Types tab, search for
the DOC extension
Result: The Folder Options window appears.
1 General | Wiew | File Tupes | Dffline Files
Reqistered file hpes:
Estensions  File Types A
@DIF DV |
DISCO  web Service Discovery File
0} ord Diocument
: ord HTML Document
| BiDOCH... DOCMHTML File
@DDD{.. Microsoft wiord HhL Document
| WirnT bimrmnnit 1 fred Toemrlnbn )|
e
Details for 'DOC extension
Opens with: @ Microsaft Office Word
Files with extension 'DOC' are of type Microsalt Word Document’.
To change settings that affect all ‘Microsoft Word Document’ files,
click Advanced
5 From the File Type tab, select Advanced.
Result: The Edit File Type window appears.
Edit File Type
@ Microsoft Word Document
Actions:
Edit
Mew
open
Prink
Cpen as Read-Only
[] <onfirmn open after download
[ always show extension
y
I (24 ‘ [ Cancel ]
6 From the Edit File Type window, uncheck the Confirm open after
download option.
Continued on next page
14 Confidential

Copyright 2009. All rights reserved.

No other use of the material is permitted without the express written consent of Qwest.



Qwest Control User Guide May 2009

Pop-Up Blocker Settings (With), continued

Procedure (continued)
Step Action
7 From the Edit File Type window, uncheck the Always show extension
option.
8 From the Edit File Type window, check the Browse in same window
option.
9

cio K]

Result: Windows Explorer records your selection and closes the Edit
File Type window, returning you to the Folder Options window.

10

click Doz ]

Result: Windows Explorer commits all the selections you made and
closes the Folder Options window.

Note: This will enable forms/documents to be opened in MS Word
rather than opening them in an IE browser. You will be able to resize and
save the document. If other document extensions are needed, please
follow steps 1-10 in this section for each file type.
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Qwest Control Login Page

Description The Qwest Control Login page provides you a welcome to the Qwest Control
application, access to a demo of the system, information on self registration, the
ability to request a new password, access to contact information and general Qwest
information at your fingertips; including:

e Business Solutions
e Customer Service
e Qwest.com

e About Qwest

Note: The “Find a Qwest Representative near you.” functionality is not available

for Wholesale customers; please contact the Wholesale National Service Delivery

Center at 1-800-291-7707 to locate your local Qwest representative.

Example An example of the Qwest Control Login page appears below.
Login or Register | Contact Us ".:'Q
Qwese 2

BUSINESS

Large Business Products Resource Center Manage My Services

Manage My Enterprise Services

—

How we protect your
. information
User D If you are new to QControl you can register for
QControl access here. All you need is a copy of
Click on the Register button to request access to
m. ) QControl's full suite of network management
tools. For Further assistance...
- e e Large Business
— > Qwest Control Help Desk
) N } Register (2] Call 77726 8875 or
Manage your other Qwest Accounts: Era
VWholesale Customers
Qwest Control Customer Care
Center
at 1-800-281-7707 (or) 614-215-
3303
\_ _J 5
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Wholesale Customer Service

Procedure If you need to find your account contacts, have a question about a product or
service, or are having a technical difficulty, follow the procedure below to contact us.

Step Action
1 From the Qwest Control Log In page look on the right hand side. You
can either call or send a ticket to our centers.
VWholesale Customers
Qwest Control Customer Care
Center
at 1-800-291-7707 (or) 614-215-
3303
Submit 8 Qwest Control
Mational Care Ticket

2 If you want find out more wholesale information from the Qwest Control
Log In page, click on green down arrow.

Result: A list of Business Channel Selector displays.

Continued on next page
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3 From the drop down screen, select Wholesale.
Result: The Wholesale Landing Page screen appears.

Qwest ,Q_ o Sl scarch Qviest Wholesale Q

WHOLESALE

@ PRODUCTS & SERVICES

Wholasale Products & Services Customer Sarvice Manage My Account

@ CUSTOMER SERVICE

MANAGE MY ACCOUNT

Promotions & Programs Resources Local & Access
Agent Program Subscribe to Notices All System Tools Services and Information for
Hational Reseller Program Glossary Network Maps CLECEJIECS. (X Wirclels
Wholesale Trade Show Schedule Training Information Territory Maps
Qwest's Data/lP Focus Wholesale Calendar USOCIFID Finder
Qwest Wholesale - Best in Class for

ces

Learn More

4 From the Wholesale Landing Page screen, you can click on Products
& Services, Customer Service or Manage My Account. If you want to
find the Qcontrol user guides select Manage My Account. Under the
Qcontrol section click on Click here to view the Qwest Control User
Guides.
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Self Registration

Procedure If you are a new user to the Qwest Control system, you may self register for access
to Qwest Control's full suite of management tools.

Follow the steps in the procedure below to self register for access to the Qwest
Control system.

Step Action
1 From the Qwest Control Log In page, click on the Register >> button.

Result: Step 1 of 5 screen appears.
Self Registration

Step 1 of 5: Enter Personal Information

Take control of your enterprise communications! With Qwest Control, you can manage vour bills and payment
options online with eBilling, as well as obtain secure access to a wide variety of network management, system
administration, and reporting tools supporting a broad range of Qwest services.

Complete the steps below to set-up a User ID so you can access eBilling functionality. For other products
suppaorted by Qwest Control, please contact your Sales representative. If your arganization already uses Qwest
Control, simply contact your System Administrator for access to additional products.

Fields marked with 3 ™' are required.

User Name:™ |—|
First Name:* |—|
Last Name:™* |—|
E-mail address:* |—|
Confirm E-mail address:* |—|
Phone:* |_| |_| |_| |_|
T
I

Follow the steps and notice that there are required fields.

Enter a username, hopefully something that is rememberable
Enter your first name

Enter your last name

Enter your email address

Enter your phone number

Enter fax and pager

Continued on next page
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Self Registration, continued

Procedure

(continued)

Step

Action

2

ciok =]

Result: Step 2 of 5 screen appears

Step 2 of 5: Enter Authentication Information
In order for you to register with Qwest Control, you must be an existing customer. You will need your most recent
invoice to provide the authentication information necessary to process your account. Depending on the type of
invoice, you will be asked for different information. Please use the illustrations below to locate this information on
the first page of your monthly invoice. Enter your account number and the additional appropriate information in
the fields below.

Januay 15, 2000
Jnice S0348792>

Eiling Cyele 187-56

Page 1

—
Qwest—=

Spiris of Service™ C A\i\’ RANCH INC , THE

Beeount 51 =Y 1]

Phane # 712-43%-1546

55504 © May 1, 2002
Payment summary

Erewlous balan

Summary
Papment(s) recenvad, Thank you

Adjustments to previous balanee

Current groz 5 charges

M Diseounts, Prromotions, & Surcharges
sssee Tanes
TOTAL AMOUNT DUE $35.04
Amount due

D account Number l
@ 5ill Date (MM/DD/YYYY) |
©Total Amount Due l
€ Invoice Numbar |

Click on the Upload File link, enter the account information and save it as .csv file. Now click on browse button to
locate the file you saved or enter the path and filename in the box below:

||_Browse__ Upload File

I Previous | I Next I |Cance||

Follow the steps and fill in the fields with an Account Number and
Invoice Number

Continued on next page
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Self Registration, continued

Procedure (continued)

Step

Action

3

Click

Result: Step 3 of 5 screen appears

Step 2 of 5: Register Additional Accounts

You can register multiple accounts in Qwest Control. For added security, you will need to have a copy of a recent
paper invoice (bill date with last three months) to register a new account. Customers who have a Local Services
Invoice enter the "Account Number,” "Bill Date,” and "Total Amount Due” fields. Customer who have a Long
Distance Invoice enter the "Account Number” and “Invoice Number”

danuary 15, 2000

Sl Oy AT S

Qwest—=

Page 1
Bpirit of Service™ Yk o 4 e 4 g CAPP RANCH INC., THE

Egeount 5136530 @

[ emamcuow 0 ) Dute fox Mo Charges | Phone # 712-433- 1546

55584 © May 1, 2002
Payment summary
Puevious balance
Summary

Paymentis) receivad, Thank you

¥ Pravious Baisnde
“narge

e o £r s ey to previous balance

Fayet e 34
BIBACH FOrears
Current grass charges

” Mo ¢
bt s Discounts, Promotions, &5
et ot 18003 e s
TOTAL AMOUNT DUE $55.84
Amount due

©Total Amount

© .
Due Invoice Number

D pccount Number @ Bill Date (MM/DD/YYYY)

21  OoQLs ® qup [12345878
#2 QOaqsOaqp |
23 OqQs Oaqbp |
#4 Oaqs Oabp |
#5 QoaosOap |
#6 Qs Oaqp |
I
I
|
I

1008416363

&7 O aqs © Qb
£8 O qs O Qb
#9 O aqs O Qo
#10 O Qs O Qb

Previous | | Next | [ Cancel |

If vou would like to include additional account numbers key in the
additional Account Number and Invoice Numbers.

Continued on next page
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Self Registration, continued

Procedure (continued)
Step Action

Click

Result: Step 4 of 5 screen appears
Step 4 of 5: Verification
Shown below is a summary of the registration information you entered during the process. Please review this
information for accuracy before completing the registration. You may use the Back button to navigate to screens
on which you may wish to make changes. Click the Next button to complete the registration process.
Verify Registration Information
User ID selfregistarag
First Name Self
Last Name Register
E-mail address emailaddress@account.com
Telephone Number (303) 992-1234
Fax Mumber
Pager
Account Information

Account Number Bill Date (MM/DD/YYYY) Total Amount Due Invoice Number
Account 1 123456789 1008416363
| previous | | WNext | | cCancel |
Verify that the information that you have keyed so far is correct.
If there is anything incorrect click on the “Previous” button.
Continued on next page
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Self Registration, continued

Procedure (continued)
Step Action
5
Ciok =]

Result: Step 5 of 5 screen appears

Step 5 of 5: Final Confirmation
User Password/Security Question

Password:® lr‘
Confirm Password:* lmmm—|
Secret Question:™ Favorite IceCream -
Question Answer:* lr‘
Hint for your question and answer:™* lﬁ‘

| previous | | Submir | [ Cancal

Key in a password. Password must include a number.
Select Secret Question from drop down

Key in Question Answer

Key in Hint for your question and answer

If vou ever forget your password you will be asked for the answer
to your secret question prior to your email being emailed to you.

Continued on next page
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Self Registration, continued

Procedure (continued)
Step Action
6 -
. Submit

Clickl.SuEmit |

Result: A confirmation page will appear. Once your CSA

approves your request you will then be able to login into Qcontrol

Congratulations! Your new account(s) has been added.
Your login information shall be e-mailed to you.
Your userid: selfregister99
If you need immediate assistance, please call 1-877-726-6875 or 1-877-QCONTRL
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Requesting a New Password

Procedure You can request a new password from the Qwest Control system by accessing the
Forgot Password link on the Qwest Control Log In page.

Follow the steps in the procedure below to request a new password.

Step

Action

1 From the Qwest Control Log In page, click on the | forgot my
password link.

Result: The Forgot Password screen appears.

Qwest Control®

Forgot Password

Enter your username and email address below. If it matches an
existing account we will e-mail 3 new password to your registered e-
rnail address.

In the Username field, enter your Qwest Control username.

In the Email field, enter your email address.

Click

Result: The next Forget Password screen appears

Qwest Control®

Forgot Password

Please answer the security question which you have choosen at the
time of registration.
SecretQuestion: Favorite sport

Answer: * |—|

In the Answer™ field, enter the answer to your secret question

Continued on next page
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Requesting a New Password, Continued

Procedure (continued)
Step Action
6 -Next
Click
Result: A confirmation screen will appear
Congratulations. You have successfully reset your password. An email will arrive shartly with your new password.
Please click to return to the Login page
7 Click =
8 click ta proceed
Click | = )
Result: The Qwest Control Log In page appears with a message
indicating your new password has been emailed to you.
Qwest. Q-
BUSINESS
Large Business Products Resource Center
Manage My Enterprise Services
e
How we protect your
UserlD If you are new to QContral you can register for micqmaton
QControl access here. All you need is a copy of
Password your bill. )
Click on the Register button to request access to _—
QControl's full suite of network management
tools For Further assistance...
Large Business
' & g:(\ iitrfggér_ﬂ:iuwﬂesk
Manage your other Qwest Accounts: Emai -
Wholesale Customers
Qwest Control Customer Care
Center
at 1-800-291-7707 (or) 614-215-
3303
(- J Submi
9 Once you have obtained your new password from your email application,
enter your Username in the Qwest Control Log In page.
10 In the Password field, enter your new password.
Continued on next page
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Requesting a New Password, Continued

Procedure (continued)

Step Action
11 o
Login £
W Loon G5

Result: The Reset Your Password screen appears.
User SetUp Actions

* Indicates Required Fields
Username: test12@eZe.control.qwest.com

Your Current Password: * | |

New Password: * [ |

Confirm Password: = | |

12 In the Current Password field, enter the new password provided.
13 In the New Password field, enter your desired password.

Note: Passwords in Qwest Control must be at least 8 characters in
length and contain at least one numeric or symbol character. These
values are case sensitive and old values may not be reused.

14 In the Confirm Password field, enter your desired password exactly as
you entered it in the New Password field.

11
12

Continued on next page
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Requesting a New Password, Continued

Procedure (continued)
Step Action
13 In the Current Password field, enter the new password provided.
14 In the New Password field, enter your desired password.
Note: Passwords in Qwest Control must be at least 8 characters in
length and contain at least one numeric or symbol character. These
values are case sensitive and old values may not be reused.
15 In the Confirm Password field, enter your desired password exactly as
you entered it in the New Password field.
16 C|ICk[ Reset Paszsword ]
Result: The confirmation screen appears
Qwest Control Security Process.
You have successfully reset yvour passward. Click below to
proceed to the home page.
17

Result: The Qwest Control Home page appears.
_Q Welcome test! | Logout | WyProfie | ContactUs | Help Q

Qwest

WHOLESALE
v Products & Services Customer Service Manage My Account

) Zez )

Wholesale Message Center
b Wholesale Training

Jraining document now available
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Accessing Qwest Control

Overview You may log into the Qwest Control system by directly accessing the link below or
typing the URL in your Internet Browser’s address window:

https://control.qwest.com

Software Each user is required to accept a software license agreement upon first accessing
License the Qwest Control system. All use of the Qwest Control system is subject to the
Agreement terms and conditions of the license.

Passwords Qwest Control prompts you to change your password upon first login into the

system. In addition, passwords expire every 90 days and the system will prompt you
to change your password.

Procedure Follow the steps in the procedure below to access the Qwest Control system.
Step Action
1 In your browser’s Address bar, enter the URL for the Qwest Control
system.

Result: The Qwest Control Log In page appears.
2 Login or Register |  Contact Us Q

Qwest

BUSINESS
Large Business Products Resource Center Manage My Services

Manage My Enterprise Services

-

UserID If you are new to QControl you can register for Rionaaton
QControl access here. All you need is a copy of
Password your bill >
Click on the Register button to request access to _—
> QControl's full suite of network management
toals For Further assistance...
Large Business
s 3 Qwest Control Help Desk
7 Call 877-726-6875 or
Manage your other Qwest Accounts: Ema
Wiholesale Customers
Qwest Control Customer Care
Center
at 1-800-291-7707 (or) 614-215-
3303
\ ) 5
2 In the Username field, enter your unique user identifier.

Note: If you do not know your username, please contact the Wholesale
National Service Delivery Center at 1-800-291-7707.
3 In the Password field, enter your password.

Continued on next page
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Accessing Qwest Control, Continued

Procedure (continued)

Step

Action

4

Login (3]
Click .

Result: Qwest Control verifies your user information. If you entered
everything correctly, the Qwest Control Home page appears.

Welcome test! | Logout | MyProfie | ContactUs | Hep [EERCReTeaiEIr i Q

Wholesale v Products & Services Customer Service Manage My Account

) acontrl oo -5

Wholesale Message Center

. Remote Control
Wholesale Training

Trainina document now Available

Note: If you entered something incorrectly, an error message appears.
Try logging in again, making sure you enter everything correctly. If you
still cannot log in, please contact the Wholesale National Service
Delivery Center at 1-800-291-7707.
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Permissions

Overview

Permission
Assignment

Passwords

Qwest Control
Permissions

Qwest Control defines several permissions for both the Qwest Control and Remote
Control system; these permissions allow the user to perform specific tasks. As a
Customer System Administrator you can choose from any or all of the defined
permissions to assign to your user. In addition, you will have control of the billing
accounts each user has access to.

Note: Certain permissions are granted to the user by default when the user account
is created. As the Customer System Administrator, you cannot delete these
permissions. You may only delete permissions granted to the user after the user
account is created.

A Customer System Administrator (CSA) has the ability to assign one or more
permissions to each user account. Each permission allows a pre-defined series of
tasks. Your users can only perform those tasks associated with their assigned
permission(s). Likewise, your users cannot perform a task if they have not been
assigned the associated permission.

Note: In order for a user to have access to both the Qwest Control and Remote
Control functionality a permission must be assigned to the user for both applications
by the CSA.

Passwords in Qwest Control must be at least 8 characters in length and contain at
least one numeric or symbol character. These values are case sensitive.

Qwest Control prompts you to change your password upon first login into the Qwest
Control system.

The table below provides the available permission names and descriptions for the
Qwest Control system.

Permission Name Description
ANI Admin User Group that gives access to admin functionality in LD
Group
ANI Basic User Group that gives access to basic functionality in LD
Group
Data Admin User Members of this group have comprehensive access to the
Group Data product features (both present and future).
Data Basic User Members of this group have view only access to the Data
Group product information.
eBill Admin User Members of this group have comprehensive access to the
Group eBilling functionality for this product (both present and future).
eBill Advanced Members of this group can manage eBilling features and
User Group functions.
Continued on next page
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Permissions, continued

Qwest Control
Permissions

(continued)

Permission Name

Description

eBill Basic User

Members of this group have view only access to the eBilling

Group information.
Hosting Admin Members of this group have comprehensive access to the
User Group Qwest Control functionality for this product (both present and

future).

Hosting Basic

Members of this group have view only access to the Hosting

User Group product information.
IP Configuration Members of this group can create and monitor IP configuration
User Group requests. Configuration requests can be IP Addressing,

Routing or DNS requests.

iQ-DIA Admin User
Group

Members of this group have comprehensive access to the
Qwest Control functionality for this product (both present and
future).

iQ-DIA Basic User
Group

Members of this group have view only access to the iQ-DIA
product information.

Repair Admin User
Group

Members of this group have comprehensive access to Repair
features (both present and future).

Repair Advanced

Members of this group can create and modify repair tickets.

User Group

Repair Basic User | Members of this group have view only access to repair tickets.
Group

Toll Free Admin Members of this group have comprehensive access to the Toll
User Group Free product features.

Toll Free Members of this group can view and modify Toll Free features
Advanced User and functions.

Group

Toll Free Basic Members of this group have view only access to Toll Free
User Group product information.

User Management
Group

Members of this group can create, modify and delete users.
This includes assigning and removing permissions and
assigning or removing accounts to/from a user.

Continued on next page
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Permissions, continued

Remote Control
Permissions

The table below provides the available permission names and descriptions for the
Remote Control system.

Permission Name

Description

Std Switched User

Members of this group have a standard access to the Switched
services in Remote Control™.

Std Switched — No
eBill

Members of this group have a standard access to the Switched
services in Remote Control, excluding access to eBill
functionality.

Std Dedicated
User

Members of this group have a standard access to the
Dedicated services in Remote Control.

Std BOTH Swi &
Ded

Members of this group have standard access to BOTH
Switched and Dedicated services in Remote Control.

Std BOTH Swi &

Members of this group have standard access to BOTH

Ded - No eBill Switched and Dedicated services in Remote Control,
excluding access to eBill functionality.

Supervisor Members of this group have a supervisor access to Switched

Switched services in Remote Control, including deleting or changing
user passwords.

Supervisor Members of this group have a supervisor access to Dedicated

Dedicated services in Remote Control, including deleting or changing

user passwords.

Supervisor BOTH
Swi & Ded

Members of this group have supervisor access to BOTH
Switched and Dedicated services in Remote Control,
including deleting or changing user passwords.

Service Status

Members of this group have view only access to the Service

Only Status functionality.

eBill Only Members of this group have access to the eBill functionality
only.

PIU Only Members of this group have access to the PIU functionality

only.

Std BOTH Swi &
Ded — no My
Account & no
Billing Disputes

Members of this group have standard access to BOTH
Switched and Dedicated services in Remote Control,
excluding My Account and Billing Dispute functionality.

Supervisor BOTH
Swi & Ded — no My
Account & no
Billing Disputes

Members of this group have supervisor access to BOTH
Switched and Dedicated services in Remote Control,
excluding My Account and Billing Dispute functionality.

eBill & Download

Members of this group have access to the eBill and Download

Only functionality only.
Online Order Members of this group have access to the Online Order Forms
Forms Only functionality only.
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Navigating Qwest Control

Overview Each tool in Qwest Control is structured into levels that allow quick and easy access
to your account information.
e Modules are the highest level of organization within the system.
e Applications are the individual services available to you within each
Module. For example: Data and Toll Free are applications within the
Products module.
e Menus allow you to find what you need within each Application; sub menu
items may exist.
e Screens are the lowest, base level. Screens allow you to view and work with
your service components. Screens are grouped under Menus.
Modules The Qwest Control system consists of modules including the following:
e Home: General Qwest Control Notices
e Services: Detailed product information including Inventory, statistics, and
configurations.
e Billing: View bills and run summary reports.
¢ Repair: View and enter repair tickets for your products.
e Administration: Create and manage your users of Qwest Control.
e Remote Control: Provides a seamless login to the Remote Control system.
Applications Applications are independent systems within each Qwest Control Module. The
Qwest Control system is dynamic, so within each Module you will only see those
Applications that apply to your services.
For example, if you do not receive Frame or ATM services, you will not see the Data
application under the Products Module. When you select a Module from the title bar,
the application associated with the Module appears below that Module.
Continued on next page
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Navigating Qwest Control, continued

Menus

Screens

Filters

Functions

Screen Data

Menus organize the screens within an application into logical groupings. When you
select an application, the associated Menu appears beneath the application name.

Each menu may have more than one screen associated with it. If this is the case,
moving the mouse over a Menu item introduces a list of its screens to appear.
Clicking a menu name takes you to the first screen associated with that Menu.

Screens are the lowest level of navigation in the Qwest Control system. Screens
allow you to access detailed information about your products and to enter the
information necessary to manage and configure your service components.

Many screens are divided into sections. These sections give you options for working
with the data displayed in the screen. As you move through the system, you will note
that many of these sections are consistent regardless of the screen you are viewing.

Any screen that displays a large volume of information, such as a list of service
components, will have a Filters section. This section allows you to enter specific
criteria for the items you want to see listed.

For example, on the View Alarm Status screen, you can create a filter so that the
screen will only show alarms that are currently open.

Some screens display information to which you can add. These screens will have a
section called Functions. The Functions section gives you options for working with
or adding to the data on the screen.

For example, the Network Groups screen (under Products > Data > Inventory) has
an option to create a new Network Group in its Functions section.

Typically the information on a screen is organized in a table format. To access more
information about any item in a table, click on the item’s name.
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Qwest Control Landing Page Module

Introduction

Sections and
Descriptions

The Qwest Control landing page provides you access to all the modules of the
Qwest Control system. The Home page is divided into two main quadrants; the left
side has access to Services, Billing, Repair, and Administration. The rest of the
page is dedicated to the message center and portlets. The portlets are customizable
windows for your services.

In addition to these quadrants, you can also access Help (which includes Click to
Chat), Contacts, Profile, and tabs to the Wholesale home page, Products & Services,
Customer Service, and Manage My Account from the Qwest Control Landing page.

NOTE: Once you have navigated away from the landing page you can always return
to the landing page by clicking on the Qcontrol in the upper right and side or clicking
on the Manage My Account.

The table below describes the sections displayed on the Landing Page module.

Section Description
Logout This link that is located in the top middle section of the
screen, allows you to log out of the Qwest Control
system.
My Profile The My Profile application allows you to manage your
password, contact details and address information.
Contact Us This link shows the Wholesale Contact Information. This

can either be calling customer care, submitting a National
Care Ticket, or Live Chat!

Help This is a drop down that gives you access to Live Help
(Click to Chat), main contact information, navigation to
User Services Guide, and Help Content.

You will also find your name, your company name, and
the enterprise ID for the account.

Tab bar These tabs allow direct access to the Wholesale .com site

pages. This includes;

¢ Wholesale — Main Wholesale Home page

¢ Products & Services — Shows all Products and
Services that wholesale offers

e Customer Service — Main Wholesale page to contact
us

e Manage My Account — Allows navigation back to
Qcontrol

Remote Control | This allows seamless login into the Remote Control

module

Services This will allow access to the services that your CSA has
granted you permission to for your enterprise.

Billing Only accessible if you have been granted permission.
This allows access to eBilling and Call Detail Records.

Repair Only accessible if you have been granted permission.

This allows access to create and view repair tickets.

Continued on next page
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Administration

This will allow access to many modules which will vary
based on the permissions granted to you by CSA. A full
list of modules is located below.

Message Center

This section provides additional information about system
enhancements, maintenance schedules and promotional
details.

Customize My
Page

This link allows users to re-add portlets that have been
previously deleted from the landing page.

Example An example of the Qwest Control Home page appears below.
nechris! | Logout | MyProfie | ContactUs | Help Q,

Wholesale Products & Services Customer Service Manage My Account

Copyright 2009. All rights reserved.
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)

Wholesale Message Center
@ remote control

Welcome to the new Wholesale Qcontrol

F
7 Cwest IS excited to present the new and improved Qcontrol self service portal. We hope you like these
Services improvements as much as we do.
77

© o Free _m '
@ Long Distance e
@ Data .

View Tickets Summary o x a2
@) 1 Nemworkno Data Summary & x 2
@Travel.fElusiness Card Toll Free Summary - x A
Bill = Tollfree Numbers

illing =

;I'oll free Number Description Call Plan
@ Invoices Toll-free Numbers
@ Reports
@ cai Detail Records
Repair
@ View or Create Tickets

View Bills Summary & x a2
Administration Toll Free Report Summary & x A
& 1y Profile
@ User Management
@ Reports
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Accessing Online Help

Overview Each Qwest Control module provides a help file. By clicking on the Help link at the
top of each page You can then click on Live Help, Manage My Services Guide or

Help Content.

Procedure Follow the steps in the procedure below to access Online Help from the Qwest
Control system.

Step Action

1
To access Online Help file for any screen, click the help link m
the upper right hand side of the screen.

Result: The Help screen appears as a separate window on top of your
current screen.

Call us at1-800-291-7707 or 614-215-33023

For billing specificissues please contact 1-888
496-7447

View the Manage My Ser

Test User
QWEST WHOLESALE TEST CHAMGE.
ID: 9846870

2 Live Help will give you access to click to chat. Qwest Control National
Care Request will send a ticket to the national care center. Manage My
Sercice Guide gives access to the Qcontrol user guides. Help Content
will give you access Qcontrol Help system.

38 Confidential
Copyright 2009. All rights reserved.
No other use of the material is permitted without the express written consent of Qwest.



Qwest Control User Guide May 2009

Accessing Live Help

Overview The Live Help functionality is available for Wholesale customers. This module will
allow you to start a chat session with a Qwest wholesale service representative.
Procedure Follow the steps in the procedure below to access Click to Chat.

Note: Click to Chat is also available by clicking on Contact Us and clicking
on the ‘Go’ button next to Live Chat!

Step Action

1 From the Landing Page module, click on the Help link.

Result: The Help Options drop down will appear.

Qwest. ‘Q

WHOLESALE Help Options

»Go 1o Quwast com Wholesale ¥ Products & Services Custome| .
® |ive Help is currently not available.

Search Qwest Wholesale Q,

Welcome chris! | Logout | MyProfle | ContactUs | Help

Email us at Qwe,
QControl Request

4 Callus at 1-800-291-7707 or 614-215-3303
Wholesale
Messﬂge Center For billing specific issues please contact 1-888
496-T447

| @ Remote Control
| Welcome to the new Wholesale Qcontrol

Qwestis excited to present the new and impraved Qcontrol self service)

Services improvements as much as we do.
More S5
I T&Nﬁee m S STC
2 SALE TEST CHANGE.

&

Continued on next page
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2 From the Help Option dropdown, click on the Live Help link. This is
access to Click to Chat functionality. If a user is available to answer your
chat you will see

® | jve Help is availahle.

Liwve Chat by ¢

To help us serve you better, please provide
some information before we begin your chat.
Required items indicated with *.

What is your name? *

|TE5t |

Phone Number
|3039921234 |

Start Chat  =»

“-j Local intranet HA00% -

Fill in your name and select Start Chat. A chat session will be initiated
with a Qwest wholesale representative.

Continued on next page

40 Confidential
Copyright 2009. All rights reserved.
No other use of the material is permitted without the express written consent of Qwest.



Qwest Control User Guide May 2009

3 From the Help Option dropdown, click on the Live Help link. This is
access to Click to Chat functionality. If there are no Qwest wholesale
users available to answer your chat you will see

® | jve Helpis currently not available.

non-business hours. You can click on the URL embedded within the
chat window and fill out a National care ticket.

hat Window - Windows Inte

|@, https: fisales. liveperson.netfhc/ 1487 128/ ?crd=Ffile&file=visitorwants ToChatsite= ﬁ

Live Chat by

We value your business. Unfortunately none of our meio
representatives are available at this time due to Dlts e
high traffic levels OR you have reached us outside a message
our normal hours of business which are 7:00am-

7:00pm CT, Monday - Friday (holidays excepted).

Please use the following URL to submit a
Mational /International care ticket for prompt
resolution to issues pertaining to your account. A
representative will contact you within 2 business
hours to discuss your request. Thank you!

http:/ fwww.qwest.com/wholesale /ncec/index. html

| &

Done Unknown Zone {Mixed) Ho100% v
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Logging Out

Overview You may log out of the Qwest Control system by accessing the logout link at the top
of any screen within the system.

Procedure Follow the steps in the procedure below to logout of the Qwest Control system.

Step Action

1 To Ioi out of the Qwest Control system, click the logout link
( ) at the top of the screen

Result: The Wholesale.com screen appears.

QWE st —Q- 0g R UEl Scarch Qwest Vholesale Q

WHOLESALE
Wholesale Products & Services Customer Service Manage My Account

@ PRODUCTS & SERVICES

@ CUSTOMER SERVICE

MANAGE MY ACCOUNT

Promotions & Programs Resources Local & Access

Agent Program Subscribe to Notices All System Tools Services and Information for
National Reseller Program Glossary Network Maps CLECs, ILECs, IXCs, and Wireless

Wholesale Trade Show Schedule Training Information Territory Maps

Qwest's Data/lP Focus Wholesale Calendar USOCIFID Finder

Qwest Wholesale - Bestin Class for

Long-haul Services -~
: = Learn More
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